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Block B, Rajiv Gandhi Bhawan,
New Delhi, dated 01.06.2026

Subject: Engagement of a Young Professional in the Cyber Security Cell of
Ministry of Civil Aviation.

Ministry of Civil Aviation invites applications a post of Young Professional in
the Cyber Security Cell of the Ministry of Civil Aviation on a contract basis for as per
the terms of reference mentioned in the attached advertisement.

2. The last date for receipt of the application through posVemail is 30.06.2026 bv
05:00 PM. Applications received after due date and time will not be considered

c1
fir
U -)- r .6 z'tL

(Padma Agnihotri)
Under Secretary to Government of lndia

Tel: 011-24342854
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Copy to:

. SDIT, MoCA: For publishing the advertisement on Ministry's website
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: with a request to give wide publicity to the above circular.
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Ministry of civil Aviation requires services of a young professional to work in cyber
Security Cell with the following job description and eligibility.

Job Requirement: As per detailed Terms of Reference at Annexure_ I

r. Eicihilist

Anyone of the following degrees ftom a recognized University with minimum 600/o
aggregate marks or equivalent CGPA:

l. Bachelor degree in Technology or Engineering or equivalent in the field of
lnformation Technology/ computer science/ cyber security/ Electronics and
Communication. / M.Tech in the field in lnformation Technology/ Computer
Science/ Cyber security/ Electronics and Communication/ MCA degree.

And
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Government of lndia
tinistry of Civil Aviation

The consolidated remuneration for the Young Professional shall be fixed at Rs.
75,000/- per month (all inclusive).

Period of Enoaqement:

lnitially, the period of engagement of the YPs will be for '1 year which may be
extended by one year at a time on the basis of satisfactory performance. The
maximum continuous tenure of YP will be for a maximum of three years (1+l+1)
subject to factors mentioned in MoCA's guidelines
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ll. Any certificate related to cyber security: cEH/clssp/clsA/ oscp or Diploma in
Cyber security.

Experience

o Minimum 2 years experience in the required domain field in areas of cyber security.

Aoe Limit: 2'! -32 years

4. Emoluments/Fee: -
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lnterested candidates may send their CVs in the enclosed format (Annexure-ll) by-
email /post at the following latest by 30.06.2026 till 05:00 PM: -

Under Secretary to the Government of lndia
Aviation Security Section,
Ministry of Civil Aviation
'B' Block, Rajiv Gandhi Bhawan, Safdarjung

Airport, New Delhi-l 10003

Email address:- soas.moca@nic.in



ANNEXIIBE1

TERTIS OF REFERENCE FOR ENGAGEMNT OF A YOUNG PROFESSIONALS IN THE

MINISTRY OF CIVIL AVIATION.

The seruices of 'Young Professional' would be utilized in carrying out the following tasks:

(a) Cyber security audit and VAPT

. Web Application and mobile application auditing (including Android, and iOS)

vulnerability assessments, Compliance audits, Code Reviews

o Source Code Security Audit; inspect the source code for security weaknesses.

o Remote Vulnerability assessment and Security Testing of Web applications.

. Static Source code Vulnerability Audit and Security Testing of websites code.

o Security validation of cryptographic functions and routines.

. Evaluation of tools/solutions for Vulnerability Assessment and Penetration Testing

(b) Analyst /developer/auditor (expert areas)

o Tracking of cyber threat and vulnerabilities and analysis

. Vulnerability analysis, Support for Exploit testing, writing scripts, Advisory preparation

. Determination of operational and implementation feasibility by evaluating problem

definition, requirement analysis, solution design development of the proposed

solutions.

. Providing information by collecting, analfzing, and summarizing development and

service issues.

o lmproving overarr deveropment efforts by conducting systems anarysis,

recommending changes in policies and procedures, recommending platforms and

products, testing and approving products.

o Leading teams for development of scripts for aiding in Mahivare anarysis and
forensics.

(c) General requirements:

o Analysis on procedures, technical matters etc.

' Preparation of draft reports utirizing softuvare,s which may incrude word, Excer and/or
o Power point format.

. Co-ordination and attending meetings.

o Preparing agenda and minutes of meetings.

' Fotowing up with stakehorders in Ministry, state Governments, and rndustry etc. for
information, clarification, approvals etc.



. Presenting findings and reports in the Ministry and/or industry forum.

o Any other relevant responsibility entrusted to the person.

o This is a full-time assignment. young professional shall be provided necessary

facilities of office space/equipment in the premises of Rajiv Gandhi Bhawan. ofiice
timings of Ministry of civil Aviation shall be applicable. ln addition, he/she will be

required to attend ofiice on off days or for extended hours, as per work requirement.

. Dealing with day to day office communication, maintenanc€ of records, preparation

of reports, compilation of data and its analysis and other ancillary assignments.



ANNEXURE -II

Application format for engagement of Young Professional in the Ministry of Civil
Aviation.

Self-attested photograph to be pasted

1. Name:

2. Fathe/s Name:

3. Date of Birth:

4. Domicile:

5. Nationality:

6. Mailing address (with Tel/Mobile number and E-mail address):

7. Permanent Address:

8. Educational Qualifications.(supporting documents to be attached)

Sl. No. Subject Year of Passing Total Marks/Marks

obtained/Division/

Class/grade

Course University

/ lnstitute



9. Work Experience: (supporting documents to be attached)

Sl. No. Organization/ lnstitute Period From-To Nature of Work Remarks

10. Additional abilities in the required fields as per Annexure-l may be fumished

separately as attachment

(Signature of candidate)

Date


