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tere ste ge teh saree 
(eg ate er enn rem) 

afte 
aE feet 18 9x, 2015, 

fer: wren wewre & onGét fore eet eA 
sw, 2(2292013-Eot (et, AB) —1, eae 

4.4, ere re feat ea te area Yah Py ane re see Se 
2 saree et ard 8 ata qe ae ape aa ate aa are wa HTH eT eT 
sane eon tenet oe ae er OGTR ae me ste rar er wh Ee 
weet 

4.2, TARRY ohn 8, sree deme ae Bec det, tech AREA, CTE I 
feared ate fice ate ehre a angy gene ate oR GP athe mits deaete sea, 
‘iba ate area see, Azahar 

4.3, wearers a gence Pr sats ae cafe ar eh 
sea. aoe ag SY art & AF seat auch STAR eR care Heat eT TE 
ste Aifrere 3 Fea are 

2 ake 
eA AF ae a EE eer a Pe cA me AR re CWT 
aft Peat erg athe ge roe roe a acre het eo it, 
aren ee orth ert wate ee Ee a Tee roe te A ere ea a wT 
Bee Ath a ce Rewer et 
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3 ater 
LeoART eT te eg A art ee er ate te re wom fate a 
sme ar gerratn Are fare ere aver gee eT at Tea Tae eA 
sean ae Fo a, ere Fee AR ee TEA | 

4. affront ste Probert 
‘peereronre ae arcre Wonkette rete aren we te ts ra 
aren 1 ar Fe FAP ee at ee AW eer ea ee eT 
fr Fire tsetse he sare | 
4a 
42 
43 

44 

sea atc rere PAP Te 
set ate arene Pa ar fire 
sera ee a ert ait are AA ek at 
Re 
seeere eet ieenit er eto wea wot, Free ere wane we ee 
Sek tert eo ig, rote referee 
Sree Bera it we ato eet este ooh ire aera, re 
ene: 

5 Reb reas 
5a. 

82 

keeie ate ight ae FT 
29 rior ete Frew ment eek a ate Ae ere neh Te 

sega rr te Tez Preemie 
a) ee ara & este rrfer at RE ater aft toe erat TP 

deck ote hte oF at were RE 1 et Reet te atte ee a aE 
sSreerroeeer ng BRT OR Area A aera Ter a cee Reese Th 
ewe Qe at zeke Be ge tte ate ae | Bere eninge 
eater Te re eet ewe ewes ake teat Or rater ERT 
rem | 

a) sar er Reef Bae ar a Rt th PAPA Mr wc a a 
seer ar er te wee 8 Pe Fa cer eat TR 
eae ate gt 

swear rect ab 6 9G 
swearth rect ol eb ge re rtf gai 
20 Re rate ete eee a fee ate earth ere eek ent flere 
Rr man rer ae seer a eT 

a) ech ete fiat te erect Reret oer tare fear cert 
serene care ate ga et oe 

5) err ea Yahi we fee xe refer AE A AY tT ae see 
eee errr ee et aE
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5.3 ereet A foefte ste atin: 
1) wraiener ohh, fede we sere ae Fe ant vate se eat tet 

_xfirer, 2000 3 aftr rar ar aaaten gat setae Pt rar a 
aaah Seer ih woe 

a) rater eh rh oft wate ee air ae RT aT 
srdrerrt search ae Te Ft 

6 atfteet ate settee: 
64 peace ah rr eo APR ge Gh Pte eat eee ate 

Raa otto char afteTe AAT 
6.2 gear enh rent a oegraton re eg Arc Tafseee ten TA, 

sete fer eet Re act reer arr sree cE Reet ve Ae ere 
ist career tee af ere re a aps aT srr gree 
see we Boke Bit bt Fie we wen Ree re, ae ae eer Fes 
rat ter 

6.3 ratere waht weareh eek erat A stra AAT abt, et Ft 
bdr ero te we Be oe rte ere oe 

7 wenttent a terre gy 
TA, weber acer ek Re ke ef 
72, wea rere ae ere ehh rer ere tn er wate wt ere 

weed orate ie re ae | Ft rare i, ate eee re i 
errr ce ore es ake TT 

73, are tere Roce * wre ree oe Eee AH Re 
8, worth eek Rta aie arch ae aE 

8.4 weft rarer ae eae rete Tei idoky gown, eT 
sarcerdt eet fy ee fea 0 reer Fy area Pee” er 
sent 

8.2 iter are afin ect re mere & afta At Ber ay cee act oe Test 
fF, 2000, 3 a a TTT TT 

83 iter, state ater after cazetveres  arecare etter, Ate, ara 
sarees acer, ewe, sete te ore a TAL se ah seg 
fort 

8 ter ee frre Fret re ct Pet ft wen Fre POE wT 
85 wate gr se Rea are oe ag aT eae ert aT 
8.60 iter, wenn, eorett re, sts, wife wr sete get ara, chars, ABT, 

-sefren eck men, sendin se a, ea, sn ane, Fe ame ar Fak at ae 
A eae ge art he ff 

7 iter, on ew aotarteatier 8 BA Are aT etre ge A STE aT 
stare aft ee
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10. 

1” 

8.80 water Fett oft rere fh ite Reoweht aft star a tet Peat aft qe ant ee et 
Fe ee er tare a a eB 

‘area aca rer feet weiter at art area THT 
sa orn ra ete aera te kee te rece ee 
caret ate grat dart inte caret dent ® eters oe Ai die & atte 

http://www. deity gov in/oontent/ policiesguidelines! Te sree “Weert Azwé we wtf wrwrat 

‘wetrrer re enter eerita  Pretfiee caftet aren Rear reer | swrerer cearitor # teezty sewer, 
Weber serwcelt, arg eae Attar ste ite the whore dt Ofte ore ent HL 

sed erst Peer 
104, Aft qe 

19) ef nite sea, a watt ae ow AR are pT are a Pa, 
‘sate Pree arg 

9) CART wr sega Ree ee Ay see mr enfeeet rr finn 
Peat sree Fer Far a 1 

a) aor oefirwre ore srarerrsit rer coe tft at Fer eqeere etteh veit @ atefire ant 
serrate marae #7 affine See eater HE eratecea oe fire ae 
sors eet 

8) dren rea ar eer fier ag gfe weer fis ort daerit © vat ee 
after te arene erties er ardor Rrafier orefit ve Rear are | erateret 
eh cate # areas waren ater vere | 

©) einer teres ereterer ite are cere fie ft rer qe fet ot vere 
rechngean sree ete ne ea 

10.2. oft er ewresere 

8) rier sted eee afer ag qfafiae Fer Fe ce A wr aa ee a aT 
sare 

9S) were anfirertt aa eaten ¥ dts va fa are rar amr Fre ape, 
are, gfafen att went wr vie crea hh 

9) wea Foe ore water & fi atten area AAA ae Tw eH af 
ar 

eer ver waders afar 

A949 m gear wear re fbr gear ate ve afore Aree war & att cere Ber A 
Seren, sravee, arefteren athe wrferdt a center ec ae 

19.20 oratory rte rer Ga etre aera enfant at afer ee tea Fett oft cower 
tis vee werk a fitere &, at wercare Gt mest & ate rot & Fe gaat te ate h 

499.3 anes cart re Bath ft gear wear (08 at caf rede wecqer rare aft <a (a 
88) ate arateaes wate @ aac tare are)
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12. ert art wear 
424 etn ade Fg Fh A rae BY ge at rater wh er are eat 

se ste ae cat mea seh ate Haire aT oes tT RE 
at sare 2000 ore ea re ret eae RT TET 

42.2 rater ket tate eh are re Pe aT ec Fr ne ae eae 
are re ae Rat ar ero ae arg a efter er ae Se 
arterft st 

138 fede 
swrvteres he Rew ate daret & eee Bare art A go atte ate ez, Pe, 
saver et ar ett, eT aT AA ree re ae war sire eae el ot 
gear ee A a, Ge ea ea, ela are Ph A TE, 
Bear ste sett ahr er rare el eR Pe QR Tey TAT, GeV aT ATRT 
ater at 

14. ete 
144 ARR er reere te reg ere anit mate eee, se Ae cea te 

2: fe Poe sar et era Fe AR ret ee ae 
14.20 wee aren ee of arate St ire eC fre Fstere at 

sree aft ete et ne ATA TET SU TTA 
15. estar 

48.4, sir are sede foe ar te avec weer ont a eek eT a a TT 
sxe i, swat Fog at ered SY raf oe are gk Ae PT 
ual 

48.2, Ba fretting Re ae 
16. rerke eet anette 

“teongétaré aren seperate rer erat ew seater ger er eter eT 
wating 64 Fear ae | 

17. wher 
tres ere 6 sect eee te pea ten ME A a ae we AAT 
oi er Pe ae 

ore, ea afer 

Ehisusindakiek bEaAuasnmousd 
we antes wfenftat & afiiy fat wearft Fara aT 
wat 

2 (for eee
 

freraearee Frere 
3 aanaiae ‘er afr B arey aaron Hea ae aa te 

ae qs Fir Frere ira & Re | 

BESGTIISH
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a erate ew afierd & ex ae aa wo aT 8 ae ee 
safer dt a enon face a eT AEE FT| 

5 ‘wreterer eh (ont erator eet (roy ce AY Hoe Fee cater 
aterordhe artant 9 at ai aes drat te 
ee AY cqarery ire ve fre eae FTE 
afta 

6 aera ew GF 8 bet feet Wire a fend F 
| eta ea ce AS seq BP Sc PI 

rsare er er fe & 1 
7 lee = Sete Peoreardh eae oe sree fp wee ahha a 

| reek 8 aioe aren ge EL rH HE A gE 
Are sere tee Pt st a kee tet we 

| cava mre er gift aver TA EY 
| agite ee PRA Reet or bat Pea tro & ae tte 
| Bro wr sR dre eh ake BE CT | 

aa fie see exh dear wr ow wei & fae 
antar tng 8 Pe Rew a sete wegen oe, ewe 

| eer Fe Hr ee ee ret AT GT FE er Fat 
‘revel, vet, ae ey, ae rea arr at eH 

70 | wet Feat ate wate & fe erecta bet eet ww 
[eek ara OR Fare EAE ATs | AA sete 
aren wear & a arch eet wr Prats ea oo 
Fears 

41 | arena weet iter at af ay tem teat ae, ae, 

othe oe Rarat & 8 a tara aera A oe 
sede 6 areca are re gf TTT 

ye | Saas Aiterarftr fare ay after are we wrer aeare & Fae we eo 
vind far sree oer ee Fe re Fe aT eT 

2 afer ner sere ree were eer wr rete 
cert ff ter Bate it wren wear ere TA 
afta aT | 

73 | gener Weare Bar are gE eh were AY rare we Te 
| Sree ean ih reer sae 

MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY (Department of Electronics and Information Technology) 
‘NOTIFICATION 

‘Now Debi he 18h Febuary, 2015 
Sebject: Policy on use of IT Resources of Goverameat of India 

F.Ne.202)2013-8G- (VoL 1L8)—1,Introdction 
LL Government provides IT resources 10 its employees to enhance their efficiency and 

productivity. These resources are meant as tools to access and process information related to 
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their areas of work. These resources help Government officials to remain well informed and 
cary out their functions in an efficient and effective manne. 

112 Foc the purpose of this policy the term IT Resources includes deskop devices, portable and 
mobile devices, networks including wireless networks, Intemet connectivity, extemal storage ‘devices and peripheral ike printers and scanners andthe software associated therewith 

13 Misuse of these resources can result in unwanted risk ad liabilities forthe Government. tis, 
therefore, expected that these resources are used primarily for Government related purposes 
and ina lawl and ethical way. 2 Scope 

“This policy gover the usage of Resources fom an end wes!" perspective. Thi policy i applicable to all 
‘employers of Gol and employees of thse Sui/UT Governmens tha use the IT Resources of Gol and lo 
those Stat/UT Governments that choose to adopts pole ia fur. 

Objective 
“The ebjective of his policy i to emure proper access to and uge of Governments IT resources and prevent 
their misuse by the users. Use of resources provided by Government of Inia (Gel) mpis hewers arent 
tobe governed by this policy. 4 Rotesand Responsibilities 
‘The flowing roles are required in each organization using the Central Sate / UT Government IT 
resources, The official identified for the tak shall be responsible forthe management ofthe IT 
resources deployed forthe use of entre user base under ther respective domain. 
41 Competent Authority as densified by each organization. 
42 Designated Nodal Officer as idemtifed by each organization. 
43 Implementing Agency : The overall responsibility for Information Security willbe that of 

the respective organization. In the intrest of security of the network services, i it 
recommended thatthe organizations should use the Gol network services provided by NIC, 
which case NIC would be the Implementing Agency for security of network services on 

behalf ofthe concerned organization. In organizations not using NIC network services, the 
respective organization willbe the Implementing Agency 

44 The Nodal Agency " for managing all IT Resources except network services shall be the 
spective organization, 

S—_Accestoshe Network 
Sin Acceso Fnteret and Inranet 

10) A user sal epiter the client system and obtain ose te approval om the competent 
“authority before connecting the een stem to the Goverement network 
eis seongly recommend that sensitive offices shall mainin two independent networks, 

te. Inmet and. Inracet ™ Both the networks shall net have any plyscal onnection/dvies between them. Uses in such deployment shall have two access dices, ite desktops, One shal be connected othe ineoet ad the other tthe inane. End poi 
compliance shal be implemented on both the networks to prevent unauthorised access 10 
‘a 

) Users shall ot uadrake any civ though any webite or applictons to bypass iering 
‘of the network or perform amy other unlawful acs which may harm the network's 
performance e secur ‘52 Accesso Government Wireless Networks 

For conmoving wt Govermeat wicese™aetwor, se stall ensre the following:— 1) A wer shall repister the acess device and obtain onetime approval forthe competent 
tort before connecting the access device tothe Government wireless network, 

1) Wecess cent systems and wireless devices shal not be lowed 10 comect 9 the Government wir access points witout de autbentaton ©) Tocensue information secur, it recommended that users shoul no connect hi devices 
to wtecired witless ator 

‘53° Filtering and blocking of ster 
43) TIA may block coment ovr the leret whic is ia consavention ofthe relevant provisions ofthe 

TT Act 2000 ae applialelawsor which uy pose a ecrity thet othe Betwork 
1) IA may also bck conten which, inthe opinion of be ergaization concerned, nappropie oe 

may adversely affect the productivity of ewer. 
‘Monitoring and Privacy 
61 IA shall have the ight wo audit networks and systems at rgular intervals, fom the pont of 

compliance to ths policy 

88S Grfs—3 
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62, LANNodal Agency, for security related reasons or for compliance with applicable laws, may access, review, copy oF delete any kind of electronic communication or files stored on 

‘Government provided devices under inimation tothe user. This includes items such as files, ‘email, and Internet history et. 
63. 1A'msy monitor user's online activites on Government network, subject to such Standard 

(Operating Procedures asthe organization may lay down in his regard 
‘E-mail Aecas from the Government Network 
7.1 Users shal refrain from using private e-mail servers from Government network 
72 E-mail service authorized by the Government and implemented bythe 1A shall only be used 

for al official correspondence. For personal corespendence, users may use the name-based 
«mail id assigned to them on the Government authorized e-mail Service. 

73 More details inthis regard ate provided in the “E-mail Policy of Government of India” 
Access to Socal Medi Sites rom Government Network, 
81 Use of social networking sites by Government organization is governed by “Framework and 

Guidelines for use of Social’ Media!" for Government Organizations” available at 
‘nap det ov in 

82 User shall comply with ll the applicable provisions under the IT Act, 2000, while posting 
any data pertaining othe Government on social network 

83 User shall adhere tothe “Teens of Use” of the relevm media platformivebsite, 22 
‘well as copyright, privacy, defamation, contempt of cour, discrimination, harassment and ‘othe apliable laws 
User sal report any suspicious incident a soon as posible tothe competent author 
User shall always use high security zettngs on social networking site 
User shall not post any material that is offensive, threatening, obscene, infinges copyright, 
defamatory, hateful, harassing, bullying, discriminatory, racist, sexist, or is otherwise 
unlawl, 

87 User shall not disclose or use any confidential information obtained in their capacity as an 
employeelcontractor'™ ofthe organization, 

88 User shall not make any comment or post any material that might otherwise cause damage to 
the organization's reputation 

Use of I Deviees asd by Government of India 
TT devies stud by the Goveramen 1 user shal be primarily used fr Goversment reid purposes nd ina laf a ethcl ay and shal be governed by the prices define nthe document “Guldelines for Use of 
TT Devices on Government Network” svalable st htp/mwrw-dety.govinfontentpolicspuline under tte caption "Plcy on Use of Ir Resources”. The aforesaid document cover best practices reled tose of ‘eslap devies, potable devices, exter strage media and peripherals devices sch sprints and sane. Responsbiy of User Organizations 
10. Policy Compliance 

1) All ser ergnizations shall implement apeopie controls to ease compliace with this poly by their user Implementing Ageny shall provide necessary sappot his ead 1») A periodic reporting mechaism to emsare the compliance ofthis pic shall be eased 
bythe competent authority of the organization. 

6) Nodal Ofer ofthe us ergasization shall ensue reostion of al incidents related othe 
secutyaspects of his pole by ther wers. Implementing Agency shall provide te resis 
‘stppet inthis ear © Competent Authority ofthe wer erpasization stall ensre that taining and swareness ‘rogams on use of IT resources ae orpanized at regular iterals. Implementing Agency 
Shall provide th requied support inthis rear 

©) User ‘organization shall not itll any setworkccrty device on the network without 
consultation withthe A, 102. Poley Dissemination 

8) Competent Authority ofthe user organization should ensure proper dissemination ofthis 

B
a
e
 

policy 1b) Competent Authority may use newsletters, banners, bulletin boards ec, 10 facilitate 
increased awareness about this policy amongst thee users. 

Orientation programs for new recruits shall include a session on this policy uit Incident Management Process 
TLL Avsecorty incidents defied at any advere eveet that can impact the arly, inter, 

confidentiality and authority of Goverment dat. 
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121A reserves the right to denctvateremove any device from the network if tis deme a threat sd can lead toa compromise ofa ye der nimaton ote competent sary of ta organization 
113 Any security incident "" noticed must immediately be brought to the notice of the Indian Computer Emergency Response Ten (ICERT) and the 12 SerainyiRlete of ge 121 Notwitstanding anything in the ove clause, the dictonsre of lps relating too contined inany IT Resore 1 Law Enorcement agencies and oe orpneatons th TA sal be done sper he T Act 200 and ether aplabl laws. 122 IAshall nether xcept nor at onthe ques fom nyo rsizaton, save spovide ia this clas, forse or eee of logs 1 Imeteteal Proper Material accesable though the IAs network and resourses msy be subject to protection under 
‘Privacy, publicity, or other personal rights and intellectual property rights, including but not limited {o,copriahs ad laws protesting stents, ademas, trade scr or eta ropa airman Users shal not se the Government netwerk sd resis in ny ann tat wuld nine dite, 
‘misappropriate, or otherwise violate any such rights. 1 Eatoremat 141" This oly i pine to all pipes of Cent end State Gover a pc in clase 2 ofthis document. ts mandatory fr all wes adhere the proviso of his poly. 142 Each onaization shall be esponible fr easing compliance wit he provisos of this poly, The Implementing Agency would provide necessny techie! satan 1 the easton hepa 15 Dasctiatn ISL "In case of any threat o security of the Goverment stems or networ fm the resources teing used by a user, the sources Being ocd may be deactivated immedi by theta 182. Subsequent to such dessaton, he concered ser andthe competent authority of that ergmiatio shal informed 16 Anco Me Netwerk Intrarocure ‘The scanty ait of NIC network infastctre shal be conducted peril by an egnization approved by Dey. 1. Rie Future changes in his Policy as deemed necessary, shall be made by Det” with approval ofthe Miniser of Communication & afer inter miniteral consulates. 

RS. SHARMA Seey GLOSSARY 
SNe 

T Ther Refers o Goverment Ste/UT enpayees/contactal employes oar accessing the Government vies, 
7 ‘Oraasization ‘intr DeparimesSanaony BodhyAwonomous body under | Cn and Ste Goverment. 
3 ‘Competent Authority ‘Ofer responsible or aking and approving all deans ang ‘this poy inhi Oranizaion, 
a Nodal Officer ‘Ocer responsible or al mates rating Tos paley who wil ordinate on behalf ofthe Orzanization, 

splementing Agency (IA) ‘A Body which will be responsible for ensuring compliance with this poly wih reference to network services Hnluding power 0 i take precautionary and pera actions a specified inthis policy. 
‘Nodal Agency ‘Respecve ergata repair esuing compliance with | ‘is policy with respect vo we of I resources except network, l servicer 
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7 Inverse [ ltrs iw never of he niaked compar pewrorking | worlwide, which is scessible tothe gereral plc These 

| Ieereomected computes work by vansmiting daa through 3 
‘ech Ope of packet switching which i known asthe IP or the 
iret proto 

¥ Tnranet Fa iraet B+ pve wetwork tat H conned within my 
‘rganzncon For the prpoe ofthis policy, computers connect 
{ot inane are no allowed vo canner to feet 
"Ea point compllance a approach To aeiwork priccion ta | 
requles each computing device on «network 10 comply wit 
Certain sandrds before network acess granted Endrin on | Ince desktops, laptops, smartphones, bles ee | 

To | Wires “ay pe a computer network tha ses wees data comneGon 
fer cannectng network nodes. For the purpose ofthis pole, ll 
the Gol witeles networks wil be deployed ina secre manner 

W ‘Social Media ‘Applies wo social networking sites, Blogs, electronic newsletters, ‘ne forums, sch ntwrhng sein ers tha | ome new owe tran wih ob | | Exerc er 

ry Tay averse vet whi occas on ay pa ofthe govern 
‘stand ess in security tretbweach of the data, 

‘Printed by the Manager, Goverament of india Pres, Ring Road, Mayapur, New Deihi-110068 to bled bythe Caner ot Paes, Delo We


